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‘Natural’ sources of big data in (social) technology (e.g.)
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Trends in identification, deanonymization

Netflix vs. IMDb

* rarely used features
are identifying

« only 8 ratings identify
99% of users

« 2 erroneous,
dates within 2 weeks

I
Sweeney, 1990 / Golle & Partridge, 2009
L Golle, 2000 Narayanan & Shmatikov, 2008
I -
87% of US Wc_)rk-hom.e location
lation i pairs (US):
) pbliziielt Ik « ~ 1500/ loc. cells
identifiable by: . 5% identifiable
{Z2IP, gender, birth date} -
— e avg. anonymity set
size is ca. 20
64% still.
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Trends in identification, deanonymization (2)

Firefox 23.0

Xing group 77
memberships: Z N
- ~8m users, ca. o /f :\ W
42% unique s:r?s'-ss:eri:‘l,a’ A f IC!
« 2.9 collisions for Comic Sans,
90% of users }J

Timezone: -60 1280x1024

Wondracek et al., 2010 Boda et al., 2011

Eckersley, 2010

Stylometric profiling

on blogs:

 unstructured data

« 100,000 blogs,
cross-context

« ~33% TPR with avg.
20 post / author

* manual inspection!

Narayanan et al., 2012

Univisted ) Fingerprinting
o = - g W= < N
CM e 2 «2010, browser fingerprint WS " QA
NV ! W
(e.g., accuracy: 94.2%) S\ e gl B >4
O +2011, system fingerprint e ‘{“““ S £ we
00 ° i (=) 5
Univisted 2012, connec.:tlng 3 AN A \\Y\o:
— personal devices . : R
Visited * Biometric fingerprinting? — AN
-
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Trends in identification, deanonymization (3)

Network
alignment on
temporal
location
information and
social networks
with 80% TPR.

Srivatsa & Hicks, 2012

S SELL.
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Sum of problems: privacy in large databases?

= Basic problem:
— 7 billion -> 33 bit of information enough

* Problems in large databases:

— Sparsity: k-anonymity fails

— Low similarity of items: heavy tail distribution of used attributes
= Pro’s and con’s:

— Publishing (anonymous) databases is good for research

— Breakability of anonymization schemes? Provability?

— We have some ideas, but not there yet (privacy vs. usability).

— But we also have wholesale surveillance, thus one should
prepare for attackers with strong auxiliary data!
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Deanonymizing social networks

= Underlying concepts
work on large social
networks

— Auxiliary data:
Flickr (3,3m ns, 53m es)

— Target (anon.) data:
Twitter (224k ns, 8,5m es)

— Ground truth: 27k nodes
(name/user/loc.)
= Results
— 30% TP, only 12% FP
— (Init: 150 highdeg. seeds)
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How to defeat deanonymization?

Beato et al., 2013

Friend-in-the-middle

model:

* requires cooperation
of users

* 10% of users are
enough
(or maybe less)
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Identity separation:

* N0 cooperation

* info revealed ~ |Y]|

 decoy identities: tricks the
attack!

» with cooperation 3% of users
are enough

Carol

Jennie

Gulyas & Imre, 2013



Thank you for your attention! Questions?

Gabor Gyorgy Gulyas, Levente Buttyan
gulyas@crysys.hu, buttyan@crysys.hu

Laboratory of Cryptography and System Security (CrySyS)
Budapest University of Technology and Economics
www.crysys.hu
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