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Finding the prime factors of integers is hard

C‘f)',‘:;‘:‘t’i';‘g e The most popular public-key cryptosystem, the RSA (Rivest-Shamir-
Adleman) encryption, which was developed already in 1978, uses the
observation that multiplying integers is easy, factoring integers into

Zoltan prime factors is hard.

Zimboras

e For example, let us have a look at the factors of the following 232
decimal digits (768 bits) number

RSA-768 = 12301866845301177551304949583849627207728535695953347921973224521517264005
07263657518745202199786469389956474942774063845925192557326303453731548268
50791702612214291346167042921431160222124047927473779408066535141959745985
6902143413

RSA-768 = 33478071698956898786044169848212690817704794983713768568912431388982883793
878002287614711652531743087737814467999489
36746043666799590428244633799627952632279158164343087642676032283815739666
511279233373417143396810270092798736308917

x
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The RSA Factoring Challenge

Quantum
Computing

e What about the following 230 decimal digits (762 bits) number?

.Zult.lli RSA-232 = 1009881397871923546909564894309468582818233821955573955141120516205831021338
Zimboras 5285453743661097571543636649133800849170651699217015247332943892702802343809
6090980497644054071120196541074755382494867277137407501157718230539834060616
2079
RSA sumber Ducmal @it Bnary dighs Cash prizmofred _ Factorsd Faciorsaty
Poat0 |10 0 Ussiooot  Aoat. 1w mjeok Lo sz |20 -
Reato w0 - USSAH Ao 14,1902 K Lot mna S Marasse e £
a0 o sa0 o, 989 T Oy e et
Poa2e”T | 129 s sous0 ouze 10 MoK Locsm et e e somus
Ao | - Ussiasz pouta s Aok srmers Ao 30 s
oAt |10 « Ussi7azms  Famay2 10 bemanie Amestat o w= ot
a1 o AoaTamor | Kanamao sk st e oot
Reatss |18 sz 52309 Ao 22, 1900 aman e e st 0 w0 e
a0 100 o son1. 00 e e ol Uity o B ey et
Feail 1m0 £ Docamer 29,2000 . Bonerbeger and M Koo Rn o
Reass (v £ S0000USO | Docamonra 00 o Fran tal Ukt o B o 7
Feateol | 130 550 oy, 2000 5. Daio LA Popovyan, Moscow S Urvrsty7 RSASS0 o
Fea90 |10 @ Novaroar 8,210 A Trleevsnal A Fopomen e 1ot
easo | 0 SODUSD | Nevomber2,2005 | Jrs Frarws e, Urwersty of Bom: Roas0 a0 e
PsA20717 | a0 o s, o Pk ot Uty of o o0 a0 100
Fsazi0 |20 s Sepsnonr 28 205 By oA @ 1
e ™ sowouso w2z 7B, Emont Thoms s P Zmmarmarn [ rer
oAzl |20 B Moy 15,2016 500, PGty A Kngoa. € Thomé s Zmmamar ASALD 440 o
a0 | e e o
oAl |22 0 S000US0  Dacamber 12,2008 | Trorsen Kering sl Fotss 8 s somwus
Az |20 e a0 am 155
a0 |m - Roa0 40 3
Az |z s w0 1
Poaws |2 - oS0 s £
a0 | ) Fonais o7 R )

3/42



How hard is it to break RSA?

Quantum
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How much computing resource is required to brute-force RSA?

It's been over 30 years since Rivest, Shamir and Adleman first publicly described their algorithm
for public-key cryptography; and the intelligence community is thought to have known about it
for around 40 years—possibly longer.

It's fair to assume that, during those 40 years, certain three-letter organisations have employed
their vast resources toward "breaking" RSA. One brute-force approach may have been to
enumerate every possible key-pair such that, upon encountering a message known to be
encrypted with a particular public-key, they need merely lookup the associated private-key in
order to decrypt that message. Signatures could be forged similarly.

How reasonable is this hypothesis? How much computing resource would have been required
over those 40 years to enumerate every possible {1024,2048,4096}-bit key-pair? | think it best to
avoid discussion and leave the question of whether the spooks could have harnessed such
resource as an exercise to the reader.

cryptanalysis  public-key rsa  brute-force-attack

share improve this question asked Jun 2512 at 6:14
eggyal
232=1E2E10

asked

5 years, 11 months ago

viewed 27,215 times

active

2 years, 11 months ago
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How hard is it to break RSA?
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It's not possible.
The number of primes smaller than x is approximately ﬁ . Therefore the number of 512 bit
primes (approximately the length you need for 1024 bit modulus) is approximately:

2513 2512 -
o T g M 276X 10

The number of RSA moduli (i.e. pair of two distinct primes) is therefore:
2.76 x 10'31)2
% - 276 x 10" = 1.88 x 10°*

Now consider that the observable universe contains about 108 atoms. Assume that you could
use each of those atoms as a CPU, and each of those CPUs could enumerate one modulus per
millisecond. To enumerate all 1024 bit RSA moduli you would need:

1.88 x 10*?ms/10% = 1.88 x 10%ms
=1.88 x 105
=522x10"h
=5.95 x 10*! years

Just as a comparison: the universe is about 13.75 X 10° years old.
It's not a question of resources, it's simply not possible.

Also, it would not make any sense to do that. There are much faster ways to find out a secret
key. In fact there are algorithms with sub-exponential running time for factoring integers.
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Feynman's question

Quantum
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Imenatoal Jourmal of Thoretica Physics, Vo 21, N, o/7, 1982 - e,
locality of interaction. 1 would not like to think of a very enormous

‘computer with arbitrary interconnections throughout the entire thing.
o, what kind of phyics re we gang o mitae i, 1 g 1o
Zoltén describe the possibility of simulating physics in the X
Zimborés a thing which is usually described by local differetial equations. But the

Simulating Physics with Computers
Richard P. Feynman
Deprmentof Phics, Cfoia st of Tkl Psden, Ctforia 1107

Receved May 7, 1981

1. INTRODUCTION

the program it says this is a keynote speech—and I don't know
what a keynote speech is. I do not intend in any way o suggest what should
be in this meeting as a keynote of the subjects or anything like that. 1 have
my own things (o say and o talk about and there's no implication that
anybody needs (0 talk about the same thing or anything like it. So what 1
want 0 talk about is what Mike Dertouzos suggested that nobody would
talk about. I want 1o talk about the problem of simulaig pbysics vith
‘computers and I mean that in a specific way which I am going to explain.
The reason for doing this is something that I learned about from Ed
Fredkin, and my entire interest in the subject has been inspired by him. It
has to do with Iearning sorhething about the possibilties of computers, and
i ibilit ysics. If we suppose
the physicallaws perfctly of course we don' have o pay any tintion (o
computers. Its interesting anyway to tetin onesel with th ida that
we've got something to learn about physical i 1 take a relaxed
view here (after all I'm here and not at hnm) Tl admit that we don't
understand everything.
‘The first question is, What kind of computer are we going 10 use (0
simulate physics? Computer thcory hasbeen devcloped 1 a poit e it
realizes that it doesn't make any difference; when you get (o a universal

Therelore my question is, Can physics be simulated by a universal com-
puter? I would like 10 have the elements of this computer ocally intercon-
mected, and thereforc sort of think about cellular automata as an example
(but T don’t want to force ). But I do want something involved with the

physical world is quantum mechanical, and therefore the proper problem
the simulation of quantum physics—whi

AL R U e T later. So what kind of simulation do I mean?
‘There i, of course, a kind of approximate simulation in which you design
‘numerical algorithms for differential equations, and then use the computer
1o compute these algorithms and get an approximate view of what physics
ought 10 do. That's an interesting subject, but is not what I want to talk
about. I want 1o talk about the possibility that there is to be an exacr
simulation, that the computer will do exactly the same as nature. If this s to
be proved and the type of computer is as I've already explained, then it's
going 10 be necessary that eoeryrhing that happens in a finite volume of
space and time would have to be exactly analyzable with a finite number of

jumps discontinousty. Now e'ssce hat ind o & physcal word it would
be or what kind of problem of computation we would have. For example,
the first difficulty that would come out is that the w of light would
depend slightly on the direction, and there might be other anisotropics in

the physics that we could detect experimentally. 'my ‘might be very small

present time, mn ‘which predicts anistropies on some scale to be found later.
That would be good physics if you could predict sor
consistent with l-“ the known facts and suggest some new fact that we didn't
explain, but I have no xpeclfl: @mples. So I'm not objeclmg to the fact
that i’ anistropic in princi

that this here theory of yours is impossible.

You cannot even describe the state of 100 quantum dipole moments (spins)
with any future classical computer. What should we do?
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Feynman's proposal
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“...trying to find a computer simulation of
physics, seems to me to be an excellent
program to follow out...and I'm not happy with
all the analyses that go with just the classical
theory, because nature isn’t classical, dammit,
and if you want to make a simulation of
nature, you'd better make it quantum
mechanical, and by golly it's a wonderful
problem because it doesn't look so easy.”

This opened the way for the idea of quantum algorithms (Deutsch '85,
Shor '94, Grover '96)
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Recent buzz around quantum computing

Quantum
Computing i .

e Quantum Computing is very popular nowadays:
Z_Zu:m" e Everybody talks about this

from the Canadian Prime Minister to EU officials.
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Google created already two types of Quantum Engineer positions

Quantum
Computing

PI
John M. Martinis m Ryan Babbush
Professor at UC Santa Barbara sitce 2004 August 4, 2015
Research Scientist at Google since 2014
martinis (at) physics (dot) ucsb (dot) edu Waited a long time for these cards (like 2 whole days).
Jmartinis (at) google (dot) com

Quantum Electronics Engineers, Google =l
i Dr. Ryan Babbush
Rami Barends
Post Docaral Felow, 20102014 [Quantum) Software Engineer
Quantum Elect ngineer at Google since 2014 \ Qantum Artfiil ntellgence Lab

rbarends (at (auu uesb (dot) edu
Darands (o8 dooste (4ot &

Yu Ch

Post Doctoral Fellow, 2010-2014

Quantum Electronics Engineer at Google since 2014
ychen (at) physics (dot) uesb (dof) edu
bryanchen (at) google (dot) e

Austin Fowler o Lo Comment Share

Staff Scentist, 2013-2014

‘Quantum Electronics Engineer at Google since 2014

Quantum Becironics Enginecr ot G © You, Borzume Tolui,Jonathan Romero Fontlvo and 104 others

View 13 more comments

- Richard Swensson Don't make me poach you.
Like - Reply - August 5, 201
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Lots of quantum start-ups

Quantum
Computing
Company | Dmeinitaed Aren . Aftiate University or Research Instiute | Hescauarers  +
18t 1 December 2012 | Computing Veancouver, Ganada
“rcoerturel] T dune 2017 Compuing
imect?) Silicon Quantum Computing Beigium
Zoltan Airbust 2015 Computing Blagnac, France
Zimboras Aliyun (Aibaba Cloud)'*] 30 July 2015 {4181 | cni of Sciences [BIGI7] Hangzhou, China.
AT&TE 2011 Communication Dallas, TX, USA|
Aosl®] Communication Bezons, France
Booz Allen Hamilton!' Computing Tysons Comer, VA, USA
il Communication London, UK
an zeiss AGl1Z] Uniersty Collago London Oberkochen, Germany
T O CerAr Tee ] S Canbide, UK
O-wave + January 1989 Compuing Bumaby, Canaca
P 28 Septomoor 2015 | Communication Universty o Togo T
“Googie GuALlET e e o T
He[16I17) Computing{"€}Communicationl!”] Palo Allo, CA, USA
Hitacni Computing Uniersiy of Gambridge, Universily Gollege London Tokyo, Japan
Honeywell181[19] Computing Georgia Tech,(18] University of Marylandl %] WMortis Plains, Nd, USA
HAL Laboratoies Compuing Vaibu, CA, USA
Huawei Noah's Ark Labl20] Communication Nanjing University ‘Shenzhen, China.
1B 10 September 1990122 | Computing mir23 Armonk, NY, USA
0 Quantique 1y 2001 Commurication Geneva, Swizerand
oncl24128] Compuing Uniersity of Maryland, Duke University Golige Par, MD, USA
Inteil28] 3 September 2015 Computing TU Delft ‘Santa Clara, CA, USA
Keni27] Communication ‘The Hague, Netherlands
Lokheed Martn Camputing Universty of Soutnen Calforna, Uivery Gollege London Betnesda, MD, USA
vaga Commurication Somervile, M, USA
® Compuing U Dett, Nits Bon nstute, . Purdue Universiy,  ETH Zurich, UCSB | Redmond, WA, USA
Microsot Researon Sation G 22 Apr 2005 Compuing s ‘Santa Barvera, CA, USA
[r—— Communication Tokyo, Japan
e e e T S
Nokia Bell Labs!3'1152) Computing University of Oxford. Murray Hill, NJ, USA
Norhrop Grumman Computing ViestFalls Crurcn, VA, USA
NTT Laboraioted®™ & ST Tt
pwoTeT o o0 Computingli®® 1 S
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Early opinions

QUANTUM COMPUTING:
DREAM OR NIGHTMARE?

he principles of quantum

computing were laid out
about 15 years ago by com-
puter scientists applying the
superposition principle of
quantum mechanics to com-
puter operation. Quantum
computing has recently be-
come a hot topic in physics,
with the recognition that a
two-level system can be pre-
sented as a quantum bit, or
“qubit,” and that an interaction between such systems
could lead to the building of quantum gates obeying
nonclassical logic. (See PHYSICS TODAY, October 1995, page
24 and March 1996, page &

Recent experiments have deepened our
insight into the wonderfully The
counterintuitive quantum theory. But
are they really harbingers of quantum
computing? We doubt it.

Serge Haroche and Jean-Michel Raimond

two interacting qubits: a “con-
trol” bit and a “target” bit.
control remains un-
changed, but its state deter-
mines the evolution of the tar-
get: If the control is 0,
nothing happens to the target;
if it is 1, the target undergoes
a well-defined transformation.

Quantum mechanics ad-
mits additional optio If
the control is in some coher-
ent superposition of 0 and 1, the output of the gate is
entangled. That is to say, the two qubits are strongly
correlated in a nonseparable state, analogous to the par-
ticle pairs of the Einstein-Podolsky-Rosen paradox. The
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Early opinions

brothers. How can we get kids ex-
cited about becoming scientists, engi-
neers, or technological entrepreneurs
if they are taught a form of history in
which role models are removed?
Under the Dole administration, I

look forward to working with you in
an era where good science will be
consistently supported.

ROBERT «J. DOLE

Washington, DC

Future of Quantum

Computing Proves
to Be Debatable

n presenting their opinions in the

article “Quantum Computing:
Dream or Nightmare?” (August, page
51), Serge Haroche and Jean-Michel
Raimond conclude that large-scale
quantum computation will remain
merely a dream of computer theo-
rists. Their principal argument is
that, for a quantum computer to be

would be useful only if R is of order
10", or that any application requiring
more than 3 x 10° optical operations
would be fundamentally disallowed.

Experimentally, our laboratory has
demonstrated a “controlled-NOT”
quantum logic gate with a single
trapped ion,* following the ideas of Ig-
nacio Cirac and Peter Zoller.® (See
PHYSICS TODAY, March, page 21.) In
the experiment, R was about 10’ and
the gate time was about 50 s. How-
ever, as is often the case in experi-
mental physics, this apparatus was
assembled with the least effort neces-
sary to exhibit the desired behavior
and should not be taken to represent
the technological limit. Although the
task of scaling this system to large
numbers of ions and gates involving
massively entangled quantum states
is daunting, the pitfalls are technical,
not fundamental.

It is too early to make absolute as-
sertions regarding the viability of
quantum computation when such a
large degree of uncertainty in both
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The (trivial) emerging technology hype cycle

Emerging Technology Hype Cycle
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Moore's Law
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Moore's Law Ending (Red Line):
Delayed products, Delayed 45nm / 32 nm, Reduced Capex
P
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Outline of the rest of talk
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e Principles of Quantum Computing
(Quantum Parallelism and the Gate Model)
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Principles of Quantum Computing
(Quantum Parallelism and the Gate Model)

Two architecture types: the Gate Model and Adiabatic Quantum
Computing

What can a Quantum Computer do that a Classical Computer cannot?
Classical and Quantum Complexity Theory.

e What are the future perspectives?
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A quantum mechanical two-state system: the qubit

Quantum

Computing The magnetic dipole moment of an electron (or a nucleus):

S, U
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NS 4 S

The polarization of light A fény polarizacidja:
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The principle of superposition
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According to the principle of superposition, the general state of a qubit is
Zimborés |z) = al0) + b|1).

Here |a|? provides the probability that we find the system to be in state |0)
when measured, and |b|? provides the probability that we find it to be in state
[1). We have to assume that |a|® + |b]* = 1

o/

ps
NI
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The most famous qubit
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The most famous qubit
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£ l_, = N
Sl e

:\;, —
N — N \\ \/5
...} ;S N

But what is the difference between a|0) + b|1) and a|0) — b|1)?
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Allowed operations on qubits
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V]0) = al0) + b|1),
V1) = c|0) +d|1),
V0z) =V (e|0) + f|1)) = eV|0) + fV|1) = (ea+ fc)|0) + (eb+ fd)|1).

We can gather the above numbers in matrix:

v:(g ;).
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Allowed operations on qubits
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V]0) = al0) + b|1),
V1) = c|0) +d|1),
V0z) =V (e|0) + f|1)) = eV|0) + fV|1) = (ea+ fc)|0) + (eb+ fd)|1).

We can gather the above numbers in matrix:

a ¢
V= (b d) .
Similarly, we could introduce n qubit states (and the respective operations):

q|0)[0) + r[0)[1) + 5[1)[0) + £[1)[1)

20/42
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The most famous qubit
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The surprise in Schrodinger's thought experiment is not that with 50%
probability the cat is alive and with 50% it is dead, rather the fact that there
exists a resurrection operator. (Reinhard Werner)
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The Hadamard gate
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Zimb.

n— H — z0-1)
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The Hadamard gate
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n— H — z0-1)

How does such a gate act on a Schrddinger cat state?

(10) + 1)) = 310) + 3 1)+ 510) — 2]1) =10).

1
Hi
V2 2 2
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n— H — z0-1)

How does such a gate act on a Schrddinger cat state?

1 1 1 1 1
H— 1)) == Z1) + =[0) — = 1) = |0).
73000+ 1) = 510} + 511) + 510 — 511 = [0
How does such a gate act on the alternative Schrodinger cat state?
H—(0) ~ |1))
V2

22/42
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n— H — z0-1)

How does such a gate act on a Schrddinger cat state?

(10) + 1)) = 310) + 3 1)+ 510) — 2]1) =10).

1
Hi
V2 2 2

How does such a gate act on the alternative Schrodinger cat state?

H 5 (0) = 1)) = 510) + 511) = 510) + 511 = 1),
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Let f be a Boole functions that maps a single bit into a single bit. With how

many trials (or queries of f) can we decide whether it is a constant function

or not?

0>

>

-

-

e

< |
Uy

y @D fix) |
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Let f be a Boole functions that maps a single bit into a single bit. With how

many trials (or queries of f) can we decide whether it is a constant function

or not?

0>
>

Obviously with two.

-

-

e

< |
Uy

y @D fix) |
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Deutsch’s problem in the quantum case
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. We can also insert a superposition
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The answer is somehow included in resulting state

1 1 1 1
LIONIEF(©) + D TH£(1) + 101F(©)) — 7171,
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Deutsch’s problem in the quantum case
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. We can also insert a superposition
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The answer is somehow included in resulting state

1 1 1 1
LIONIEF(©) + D TH£(1) + 101F(©)) — 7171,

But how can we obtain the answer from the state?
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Let us act with another Hadamard gate

y ® f(x) -
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The Deutsch algorithm
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Let us act with another Hadamard gate

y ® f(x)

The first qubit of the resulting state is with 100% probability in state |0) if f
is constant, while it is in state |1) if f is not constant. One query/trial is
enough!
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The Deutsch Jozsa algorithm
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The Shor algorithm
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15=3-5 (2001)
143 =11-13 (2012)
56153 = 241-233  (2014)

RSA-640 [ean)

X Securiy fora On November 2, 2005, F. Bahr,
M. Boehm, J. Franke and T. Kieinjung of Inf g GNFS as
follows 25128127

RSA-640 = 3721
2016194882

4014691736602477652346609

RSA-640 =
81110852389333100104508151212118167511579

66638539088027103802104498957191261465571

‘The computation took 5 months on 80 2.2 GHz AMD Opteron CPUs.
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Adiabatic Quantum Computing

Quantum
Computing
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s o Adiabatic theorem [M. Born, V. Fock, 1928]:
A physical system remains in its instantaneous eigenstate if a given
perturbation is acting on it slowly enough and if there is a gap between
the eigenvalue and the rest of the Hamiltonian's spectrum.
e Adiabatic Quantum Computing:
H(it)=(1—-t/T)Hg +t/THp

Hg :ZX“ Hp :Zhizi+zjijzizj
i i ij
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H H : classical (... nonquantum) computers. An
A Quantum Adiabatic Evolution i ooy e
o . takes too long to solve when the input gets
Algorithm Applied to Random oo i Nors reshaly. a casially .
table problem is one that cannot be solved
Instances of an NP-ComPIete using any classical algorithm whose running
time grows only polynomially as a function
O the enath of he it For example.
PrOblem known Ahmal ﬁuonng algorithms require
o tmo tha an y posmomit
203 Tanetion o the mumber of deie n the
integer to be factored. Shor's quantum algo-
tithm for the factoring problem (/) can factor
s instantaneous ground state if the Ham- an integer in a time that grows (roughly) as

:dward Farhi,' Jeffrey Goldstone,’ Sam Gutmann,?
Joshua lapan,’ Andrew Lundgren,? Daniel Preda®

quantum system wil stay near

iltonian that the square of the number of digits. This rai
behavior i the basis of a new class of algorithms for quantum computing, We the question of whether quantum computers
tested one such algorithm by applying it to randomly generated hard instances cauld solve other classically difficult prob-

of an NP-complete problem. For the small examples that we could simulate, the
quantum adiabatic algorithm worked well, providing evidence that quantum
computers (if large ones can be built) may be able to outperform ordinary
computers on hard sets of instances of NP-complete problerms.

Center for Theoretical Physics, Massachusetts Insti-
tute of Technology, Cambridge, MA 02139, USA. "De-
matics, Northeastern Universty,
“asachusets nsite of
Although  largs quantum computer has yet  quantum mechanics,are well esablished t s Techelog. Cambidge MA 02158,
to be built, the rules for programming such a  already known that quantum computers could  +To whom comespondence should be addressed. E-
device, which are derived from the laws of  solve problems believed to be inractable on  mai: fathi@mit eds

2 20 APRIL 2001 VOL 292 SCIENCE www.sciencemagorg
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H H : classical (... nonquantum) computers. An
A Quantum Adiabatic Evolution i ooy e
. takes J ug to 501\'0 when the input gets
Algorithm Applied to Random Lo i Moreprechaly, s sl
table yvmlﬂem is one mm cannot be solved
Instances of an NP-ComPIete using any sl sgortm whose ning
Time grows oty potynomislly us  anction
O the enath of he it For example.
PrOblem known classical factoring algorithms require
a time that grows faster than any polynomial
203 Tanetion o the mumber of deie n the
integer to be factored. Shor's quantum algo-
tithm for the factoring problem (/) can factor

dward Farhi,’* Jeffrey Goldstone,’ Sam Gutmann,?
Joshua Lapan,> Andrew Lundgren,® Daniel Preda’

A quantum system will stay near its instantaneous ground state if the Ham- an ineger in a time that grows (roughly) as
iltonian that the square of the number of digits. This raises
behavior i the basis of a new class of algorithms for quantum computing, We the question of whether quantum computers
tested one such algorithm by applying it to randomly generated hard instances cauld solve other classically difficult prob-

of an NP-complete problem. For the small examples that we could simulate, the
quantum adiabatic algorithm worked well, providing evidence that quantum
s (if Large ones can be built) may be able to outperform ordinary !Center for Theoretical Physis, Massachusetts st

computers on hard sets of instances of NP-complete problems. e °'“‘“"""’;“v‘;ﬂ'g:“ﬁ*u,“‘cﬁ;’fu”“ﬁjm‘f‘j

st e of
Although  largs quantum computer has yet  quantum mechanics,are well esablished t s Techelog. Cambidge MA 02158,
to be bult,the rules for programming such a  already known that quantum computers could  +o whom correspondence should be addressed. E-
device, which are derived from the laws of  solve problems believed Lo be iniractable on  mai: farhiGmitedu

2 20 APRIL 2001 VOL 292 SCIENCE www.sciencemagorg

o Kitaev: the adiabatic and gate models are computationally equivalent.
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H H classical (... nonquantum) computers. An
A Quantum Adiabatic Evolution iy S
. . takes too long to solve when the input gets
Algorithm Applied to Random oo i Nors reshaly. a casially .
table problem is one that cannot be solved

Instances of an NP-Complete v o classillgorn whoss rnnine
ime arows only polyamially s 4 functon

o the lenth of the nput. For exampl, ol

PrOblem known Ahmal factoring algomhms require

Edward Farhi,'* Jeffrey Goldstone,’ Sam Gutmann,2 a time that g n any polynomial

3 A 7 25 anction o the mumber of dgie n the
Joshua Lapan,” Andrew Lundgren,” Daniel Preda’ nteger to be factored. Shor's quantum algo-

rithm for the factoring problem (/) can factor

A quantum system will stay near its instantaneous ground state if the Ham- an ineger in a time that grows (roughly) as
iltonian that the square of the number of digits. This raises
behavior i the basis of a new class of algorithms for quantum computing, We the question of whether quantum computers
tested one such algorithm by applying it to randomly generated hard instances cauld solve other classically difficult prob-

of an NP-complete problem. For the small examples that we could simulate, the

quantum adiabatic algorithm worked well, providing evidence that quantum

computers (if large ones can be built) may be able to outperform ordinary !Center for Theoretical Physis, Massachusetts st

computers on hard sets of instances of NP-complete problems. e °"““"°‘°;“v‘;ﬂ'g:“ﬁ“ﬂ“ﬁﬁ;’ffj;m‘f‘j
. Massachusetts Insitute of

Although  largs quantum compute has yet  quantum mechanics,are wel stablished. s Teahnlag, Combidge Ma 03158, USA

to be bult,the rules for programming such a  already known that quantum computers could  +o whom correspondence should be addressed. E-

device, which are derived from the laws of  solve problems believed Lo be iniractable on  mai: farhiGmitedu

2 20 APRIL 2001 VOL 292 SCIENCE www.sciencemagorg

o Kitaev: the adiabatic and gate models are computationally equivalent.

e Error correction seems possible for the gate model, but seems hopeless

for AQC.
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. . 1 e 59|
DW-1: Overview "
Zimboras N
Adiabatic evolution:
N
HO=T(0)Y Ao} + AW He

i=1
N N
1

Ho= hoi+ Y Jyoio;

i=1

ij=1

0.4 06 08
iy
Envelope functions

Actual DW-1 has Chimera(4,4,4) layout: 128 qubits
Applications:

Ising argmill{(S,Js) + (h,s)} NP-hard
QuBO ’ argmin(z,Qz)
z

Significant quantum speedup in time complexity
is expected but not quantified theoretically

— New Quadratic Fit

o Quadatc Fit
.
E. Farhi et al “A Quantum Adiabatic Evolution Algorithm Applied to Random

Instances of an NP-Complete Problem”10.1126/science.1057726"

14

Number of Bits
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Operating D-Wave One

DW-1: programming the chip

N N
He=3 it D Jyoio;
i=1 ij=1

Outline:
1. Assign ‘h" and ' values;

2. Call the solver to implement the quantum
annealing process. Parameters:

a. Annealing time (1000 — 20000 ps)
b. Number of measurements
c. Thermalization time

3. Output: Measurement outcomes (0/1 bit
strings for QUBO and -1/1 for Ising) and their
probabilities

Real-time connectivity graph
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Ising M’gmiu{(.& Js)y + <h,s>}
s
QUBO argmin(z, Qx)

Issue #1 - Connectivity:
May be different from what the problem requires
Solution: Embedding

52 a9
Desired Actually implemented

Drawbacks: chip-specific, hard to keep identical
states for long spin chains.

Issue #2 — Precision:
Each ‘h’ and ‘)’ can be encoded
with only 3-bit precision
Solution: Splitting

hisi — (hi/3)(q} + ¢ + 4})

Issue #3 — Qubit number:
Current chip at ISI supports up to 17
fully-connected qubits embedding.
Solution: Classical heuristics + QA

Cut-set conditioning
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Theoretical Experimental
) Compute the | Implement the
Embedding spectral gap | embedded
scaling of H(s) | Problem
on DW-1 chip
Use Blackbox | Run Blackbox
» " compiler to against quantum
3:32;‘:{; dassical solve large hardware to solve
instances large problem
locally instances

Project overview: results

(for problems with
at most 17 variables.)

(problems with any
number of variables)

Results from the hardware is not as accurate as simulator.

g
et g0
cunteat) |

T

o o et

I —

1ty QU0

N=4, k=2
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Is D-Wave really a quantum annealer?

Quantum
Computin, . . =
(R Quantum annealing with more than one hundred qubits
Sergio Boixo, Troels F. Rannow, Sergei V. Isakov, Zhihui Wang, David Wecker, Daniel A. Lidar, John M. Martinis, Matthias
Troyer
Zol (Submitted on 16 Apr 2013 (v1), last revised 21 Jul 2013 (this version, v2))
oltan
Zimboras Quantum technology is maturing to the point where quantum devices, such as quantum communication systems, quantum random

number generators and quantum simulators, may be built with capabilities exceeding classical computers. A quantum annealer, in
particular, solves hard optimisation problems by evolving a known initial configuration at non-zero temperature towards the ground
state of a Hamiltonian encoding a given problem. Here, we present results from experiments on a 108 qubit D-Wave One device based
on superconducting flux qubits. The strong correlations between the device and a simulated quantum annealer, in contrast with weak
correlations between the device and classical annealing or classical spin dynamics, demonstrate that the device performs quantum
annealing. We find additional evidence for quantum annealing in the form of small-gap avoided level crossings characterizing the hard
problems. To assess the computational power of the device we compare it to optimised classical algorithms.

Classical signature of quantum annealing

John A. Smolin, Graeme Smith
(Submitted on 21 May 2013)

A pair of recent articles concluded that the D-Wave One machine actually operates in the quantum regime, rather than performing
some classical evolution. Here we give a classical model that leads to the same behaviors used in those works to infer quantum effects.
Thus, the evidence presented does not demonstrate the presence of quantum effects.

Comment on: "Classical signature of quantum annealing"

Lei Wang, Troels F. Rannow, Sergio Boixo, Sergei V. Isakov, Zhihui Wang, David Wecker, Daniel A. Lidar, John M. Martinis,
Matthias Troyer
(Submitted on 24 May 2013)

In a recent preprint (arXiv:1305.4904) entitled "Classical signature of quantum annealing” Smolin and Smith point out that a bimodal
distribution presented in (arXiv:1304,4595) for the success probability in the D-Wave device does not in itself provide sufficient
evidence for quantum annealing, by presenting a classical model that also exhibits bimodality. Here we analyze their model and in
addition present a similar model derived from the semi-classical limit of quantum spin dynamics, which also exhibits a bimodal
distribution. We find that in both cases the correlations between the success probabilities of these classical models and the D-Wave
device are weak compared to the correlations between a simulated quantum annealer and the D-Wave device. Indeed, the evidence for
quantum annealing presented in arXiv:1304.4595 is not limited to the bimodality, but relies in addition on the success probability
correlations between the D-Wave device and the simulated quantum annealer. The Smolin-Smith model and our semi-classical spin
model both fail this correlation test.

35/42



IBM Cloud Quantum Computing

Quantum
Computing

Zoltan
Zimboras

IBM Quantum Computing Learn  Login

Explore the IBM
Quantum Experience
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Taken from Akos Budai's BSc Thesis.
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PSPACE problems

MNP Problems
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What are the future perspectives?

Quantum
Computing
Quantum computing has a much larger reach than a classic
computer — and thus a much larger potential addressable
Zoltén market, in our view

Zimboras

'.f"/Quanlum Compuhrk‘“-\

Quanum Mechanics simuiation .
Molecular structure and dynamics b

/ = ~
“ \

[ /' Classic Computer |

{
Adificial | Calculus \l Factoring
|I Intelligence |\ |
|

‘\ ‘ /
/

Optimisation problems
Scheduling, routing, supply chain

Source: Morgan Staniey Research
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Simulating Quantum Computers Using OpenCL

Adam Kelly

May 1, 2018

I present QCGPU, an open source Rust
library for simulating quantum computers.
QCGPU uses the OpenCL framework to en-
able acceleration by devices such as GPUs, FP-
GAs and DSPs. I perform a number of op-
timizations Including parallelizing operations

as the application of gates and the cal-
culation of varlous state probabllities for the

. Using an Amazon
EC2 po.axtarge Instance, the library is then
benchmarked and also compared agalnst sor
preessing libaris wih e s

s limited only by the
mamacey of the bost mackilus ox that of e do-
vice being used by OpenCL. The finished soft-
ware is available at https://github. con/acgpu/
qegpu-rust.

1 Introduction
Quantum computers are thought to be the key to

problems, such as factoring a semi-
calculating discrete logarithras,

along with mw other algori
rently, the Quantum Al a we
detal many lgttms for auatan, computers ciss
he time of writing [19]. It has also
e i e L
ate new opportunities in the fields of chemistry [17],
optimization | ] and machine learning 10}

While it is not feasible to solve some of these prob-
lems on classical computers, the quantum algorithms
do not violate the Church- Turing theorem and thus
can be, to a small extent, simulaced using classical
computers.

Thoro aro some real quantum computers, such as
IBFs quancum experience [, which has somi-public
e 0 i ki, i s nd o
ot main o hes e
v o proving v 10 2 ek
lable qubie, chere are Ty s baing rased,
i (st mporiaady) the Ay 16 e the
peformance and scaabilty of quantum

Adam Kally: adsmialy 2201 0gma

is issue which simulators of quantum com-
o i 1By el e i
fum algorichms using a limited number of qubits and.

sionally implement foaturcs which hep in this testing
process such as density matrices.

2 Background

21 Existing Research

There are many existing quantum computer simul-
tors (many e listed at 1]) along with some existing
proposals for GPU accclerated simulators. These in-
clude imltions using » rge nunberof it
memory 1], wsing proprictay amevor
CUDA [4] [1'.
25/l oiskecs s’ GOCHY 0 st
open_ source quantum compiter simulator
e umcinaly provided by OpenCL The advan:
tages/disadvantages of which (over CUDA or similar
frameworks) are discuseed in section

22 OpenCL

OpenCL (Open Computing Language) is a generak-
ppose frameverk for beterogeneous purall con-
g cromvendor bardvae,
Epus b3 ‘roveors) and FPGAS
(fld programmable ate .mys) It provides an ab-
straction for low-level hardware routing and a consis-
tent memory and exccution modl for dealing with
‘massively-parallel code exccution. 'This allows the
framework to scale from embedded sysiems to hard-
wane from NViia APL AMD, sl and ober man-
. all without having to rewrite the source
ot o vt s roverwin of OperC
given in |
The main advantage of using OpenCL over &
ardwarespctlc amevik i tha of 8 portailey

es 10 tool

dependeacie. Atide from this, OpenGL o very well

suited to tasks that can be expressed as  program

weeking i paralll over sl data siuciaes

(guh s s/ vectony),  The dissdraniages with
OpenCL, however, come from this lack of a
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